[E & EHEEFFE18 ¢ 1 (December 2023) @ 129-174
DOI:10.30177/JLISR.202312_18(1).0004

it B0 5 ey B PR fr f R B R
LR ~ PRI EL ki

Benefits, Dilemmas and Challenges in the Application
of Blockchain in Health Data Governance

E3 L S
Pei-Chun Lee
CES:SE R R L L AUEIE €
Associate Professor

Graduate Institute of Library, Information and Archival Studies
National Chengchi University

R ELF
Tzu-Yu Lin

B e A B R BRI R R BRI RS S o S RAEFEAT 2 B
Project Research Assistant
Science & Technology Policy Research and Information Center
National Applied Research Laboratories

[ 558 Abstract])

ARWTFE 5 I PR B SR AR R 1f e F I (R Bk B 2 84
STELPRE - DUEREAGUEIRE - TN BRI ERR S S B s - BB
P EESE SR S ME LA SR T B ZE 0 A - B DABE SRR IR 3K » 43 Al
FHRHRO [ B G B 2 A PR & SRRl i I (R e G B
FEAH SRR SR TG AR P EE R 2 2 E - AWTFTd R @iy &
AP RAR N b FSE8%E - SRREGREEE - B
BRI E] ~ IR BLBUT F A E R NS T R R B R
ARABEIFEKR © i BRI B VRGBT T 2 5B 3% - DU

SEEAES © ZlisE peleephd@gmail.com
R H I © 20224E7H22H 5 #2352 HIW ¢ 2022412 H27H

129



[

1
ol

HEWTFE18 + 1 (December 2023)

\

{RER EE ERRA > BT E R E - TR IR IR R
RS AR S SR -

This study aims to: (1) Explore the benefits, dilemmas and
challenges of applying blockchain technology to health data governance;
(2) Explore the actual impacts of applying blockchain technology
to health data governance. This study applies the perspectives of
organizational governance as well as technology to achieve the research
objectives. Case studies and in-depth interviews were conducted to
grasp the possible changes and formulate strategies early. The results of
the study indicate that different levels of organizations apply blockchain
technology to health data governance, which generate different
benefits, they will also face dilemmas and challenges accordingly.
Furthermore, the implementation of blockchain technology can make
breakthroughs in health data governance and technology management
of the global medical industry, and drive the expansion of medical
blockchain ecosystem. It also offers numerous opportunities for usage
in the healthcare sector, e.g., in public health management, user-
oriented medical research based on personal patient data as well as drug
counterfeiting. These advances also pose significant data governance
challenges for ensuring value for individual, organizational, and societal

stakeholders as well as individual privacy and autonomy.
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ERREREBLRST B ESEHSEEBE N2 EREE
FEHEEH - B EH B AR R R AN - H (LB R R
{EHEFIG S (Fleissner, Jasti, & Ales, 2014; Hovenga & Grain, 2013 ) -
W& &R 3 e - B FEFEECHE (electronic health record, EHR )
Ry B R AR E R - PIATRIE FRE R M A - A E
THRFA Z MBS - FERATEECERE A HEIRE (Sharon &
Lucivero, 2019) - {¢&RMEAIERGHZKE » HN WA E TR
SLERER Z 41820~ BERPANZER HE = 45— 2 - BEUEA AR
2 e filRA#E (Ekblaw etal., 2016) - {¢RIEHH ZEIRIR G HIKE »
F BB BN IERRTLEIRIR 2 S5 » 44y iimsa  belai B (E N &R RE
BRI - W BT EE CREIEZE - F DR EE L2 I R E R
JmEBLE o EIEE AN E R R AN B BUR U E A RS RA 2 B
LRI = e H e BEAVE R AR o S (8 N BB Ry B 2 5%
FREIRE . — » FRESTHSTHR G EEBEEH 2 st EZEITEE
EIRL 2T TR 2 EBOREAERM ISR - DA TBhe R R B 2 4%
[BZ BT Z(E NERRER R AE > 715 & DUR FE(E A &}
RERIER 2K (BEE ~ BIHUE - 2019) o 755 | BUHr R K B
FEFE S R IB RN A B A 2 5 - FEA S {E] N E R FE L PR B TR T
F o Bl Erbal e 2 FEER - R SEEBUT S CHE BF R
E Al B IR Sy A s 2k B B R RE - W E SR (Zuiderwijk,
Janssen, Van de Kaa, & Poulis, 2016 ) -

AR » SR BUNHRRA B GHEE & RHE B EH » ERPAH (data
governance ) a2 FE - BRHEM B AN B R ER AR ERTHE
THHRBEE 2 dHERIRE - #RA - AR RS - DA ALUER
BRAEE A EFEASAEH BRI L EIE AT (Thomas, 2006)
BRD A e TR M IR A SR DA R A SUE - [FF B PRtk
ITEBIVES - BRLAHEZEASE AL - A R T R (40 45
Fra N ER » BNERNKERHE R EEETERE - IeeBaE UE
{BRSR (Fleissner et al., 2014 ) - FETFFELERFFE 2 BERDGRER » K
AR L ER e RN ~ TR Z e W S RESIE - E—
{E4HSSE FHETER G 2 W) RIZHEN G S HE RN 08 FriF
TEMEE - R EEZ EE - EMEEFEHS bz ERDEHEE
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48 > DIRAA RSS2 A SR E B M 2 SRER Pk > I H B B R - DL
EpvEkhaH 2 HiY (Thomas, 2006) -

20184 ek msmiE (world economic forum, WEF ) 1 » [& I g

(Blockchain ) Fffir# 57 Fo 2 BA 7 B 7 38 FHFHL (Tapscott & Tapscott,

2017) > BEREEE R ERHEN TREAES S — - BREARE T L
oMb~ TABEER ) B TRE R ) F=KFE 0 mTHLUS R Efr
{LIEFERDEHE Z FTRE - BRGNS @ v E @ IR R T B BB &
RTINS B Sas - AT (S0P fR = O N EDRHY 1250 - FTh A e
Be BB B 5 B R R 2 4 AR (8 A5 8 2 3R IS FB DR}
T B RS~ 1T S - ISR RN B2 &
PHE AR AR BT R R SRRV E R - B EENA
TEERHET S (F 2 =R — (A 22 0E% - T H Rl 2/
HIRI 2 BRI E -

68 R A iy 2 B ST B e B R e - RFE SR R BB R A Tk
BHEIE - BRIFAHEIRE LA S - GRIAME Sl - HAT
BfEEds - MBI 22 R A R B = S R AL R
fEEEERl (H. S. Chen, Jarrell, Carpenter, Cohen, & Huang, 2019) » [KFL#7EE
TRl n A BN B SR AR RE A ANBS R4 OB (X - B T B EAE
EHMTIOEE - WEHR DA SZIFRE ~ RPRS IRt A EZE EE (bk
A 0 2021) o (EHTEER S SRR B s o [ SRS R TR CREIE A HA
HYZE M - (RIS » B RRAC BRI R Py Aok AR ~ A ATEC H AT
JBHE o RS T DA —BOtEC SR BT R R RS - (SRS R
BB i A B IR SRR AL AT T EfTAOM (Xia, Sifah,
Smahi, Amofa, & Zhang, 2017) - DU B8 AR &R AR » HREE
SETERERFE T E - DEZETERRSE & A b A EIE A&/ MERYE §l
L= ( Seitz & Wickramasinghe, 2017 ) - #E[EIRFEHEESEE (precision
medicine ) - {EEESHEFI T - EIRERTHYE A 0T BIA SUEHESE T
Sl > BN Y BT AL E S B T e B B ELBHE - BEmRHZE TN A]
Ty R R A AR ) ST R IR AR (Madine et al., 2020) - FREEZ 4D
GRS B FH R T S0ek B s BB R OB R T

el E R a7 H - B AT EBET 2 B R 71 & s
R E R A (health information exchange, HIE) HFEE RS »
W R0 E Ry iU B A S = i B A X7 7% - e (@R
BRIASHA R Ry B A SE S B BURAY B 2175 (Vest, Campion, Kaushal, &
HITEC Investigators, 2013; Williams, Mostashari, Mertz, Hogin, & Atwal,
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2012) - ROflHY#ESD DR BE T ERR SO BRAV BT (R - 7 A A R
HITEEE BRI #A ~ SR RE A4 N ED R B [ ERHL Z AT AT REME (Vest et
al., 2013) - ZR1f1 > ERIEFEERE - GBI (interoperability ) fRELLK
SRAANEEIR - TR SR E R R R R A A RE T R E R A Hry +
Hi[EwEE (Ekblaw et al., 2016; Zhuang et al., 2020) - #EEWFEIEH > FEil
ARERERDAHE A > o] B DU R BB BB R e AT 2 T ERHE J11 ¥
S —2ERIRE (Hovenga & Grain, 2013; Sharon & Lucivero, 2019) -
FHAEORD AN  RAHS A E 28 - WERE RN TSRS R A )
Ve VBT GAEE - SURIRTE - A ESURIRIE(E (Kloss, 2013;
Roth, Lannum, & Joseph, 2016) - [RELZ4p - JTEAKZ M= EEHATE R
AREZ 4 (data ecosystem ) » E2ERZ FRDLAA M )7 0B F ERHHR
TR 0 M LERIEEEEE - THEE TR s T fEH
B B2 rh oy Vo R B €00 R TE FH TS, - Rilo 2B - R E R
NFUEARERER - (RCEfEEE R AR A%t & (Sharon & Lucivero,
2019) - EEERHAE R A GER AP ERPHRBE R - Al (E B L
T RAVE B R 3 s » DA Ry BE RSt S 1 A A SR = ~ BHBIEOR
HITEEHWZE (Oliveira & Loscio, 2018) -

BRPAIHE ] F DIBEE B R A 2 RAFALTE - & BREE Rl Il T 5
P Fo e (PR el G 3 B RS 2 BHCHE ST - Oliveira B2L6scio (2018)
FIREDL R4t 07 ST E RN A 2 AHRGRE - & PR R i (e
ERLAHEER T8 MAASEH e EH 2 /b > RHYEHEINEVEFEEN
EHEM A o Hor 2 E R R EIRERTHIE B M A e 2 E I - Al
SR il BR R AR AV R M RO R TR B ABRE PR Rt & R E
AT REAREY > TR EMEmEYR (Z587 ~ Malfk > 2020 5 Pike
& Capobianco, 2020 ) o J5H B A 2 7 1o R T FH {7 i 7 A 38 e P
E% (Kuo, Rojas, & Ohno-Machado, 2019) - H R/ (e 541 & SR il
1 Ry B 2 3 A RE A S oI R B P A s APk B » b7 Ry T ST -
I > AU EREIE SRR E R R B R ' EAIRL
i~ RIREIHKER Rofo] 7 ZBHICRTRE o B5L o Rl (RS R Py
ARz R A\ AN ST 2 R e 4 L MR T R A R R BB T T AR
FEAZ i BE R o DA R R E R E RN A KL EE it - =
R HNEEFERDGHEERES S AE AR - SANEYIBHER% - B
IR 24 ~ REERRE AR ERGHEHER RSN - DHEHEE
R A~ g i AL o Rysiif B A D2 i &R A4 5E 2 4 B
TEFEELGH SRS 2R e O - AW DL RE L 40 R EE - Tr R
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BN R RS M - TSP EROT IE R R R A 2 PR - ARt
FRRAERAERBRARHEGRNERER - ERER AT SRRSO EREE
TREAM T K ESEMEST » BT AE MRS E A W ET BRI ERE R
WEE SR A » 275 A8 FH B DR A T SRR A BT TR » (R (E &R MRk
Ry v A SR i HUERHME (B 2 A B AR IR B R A R A 0 3
727 FGEFE (Attard, Orlandi, & Auer, 2016 ) -

HENEEERE REBRFNTIERE . — > HHERLREE
BE KA RS EERBAGEN GBI E » W RGN SRR
Rt S B E R E ( Ahmed, Amer, & Killawi, 2017 ) - HAL4E R IE
i A EIE s - BIAIRGSE ERE .48 (business ecosystem ) ~ Hfir A RE %
4t (digital ecosystem ) 2 (Oliveira & Loscio, 2018) ° AH5E lelfEH
A2 E BT B B E BB R 2 505 - s R DL AT RS 2
Rt - PRE SRR IE N R B RDaE I NMERE E R R AR
P SRV 2 ~ RIS B HKE

& SAkERS

IR Heb RO A 85 A e s (TSRS METTISH R
Y  E - BTN T - (LTI R A
FIE BRI DR S PR R B R B (T SO
SHEAT -

— \ BRI RBRIRIER

WEZ G AR - N BIERSGAE BRI < BRaT C AR R SR MR 451 -
2T AR I B 7 B S 5SS IR - ERI R A RE AR (the ecological
system perspective) (Ahmed et al., 2017 ) - EFIEBHME A - 4HEREIR
LB AE AR AT o BIRV 4845 TR N BT DB BLENE » BB R R4 R AT
MHOEHNSIEEE » FTA SR RSP AR T O e > [0
{EHE LB B £ (Mattaini, Lowery, & Meyer, 2002 ) ° EHEZ 4T
IR — R AR M > — (AR ARSE T B T 0 R E YR
4Rk WA E T ENER - BN SR S H A E - WS
FRES BRI 4E4% » BRI CE BNV R RE R AR - (BB RS BFTE L
RE R SRR SR R - N BRE T A ER 5 7 RIS B E R W A Ry —
TSRS - BLERAE BBy » BAR A8 (Guichard, 2017;
Oliveira & Ldscio, 2018) -
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AT AE I A I 2 AR 0 AT SR E R KR S 0 &R R Fy
AL SR PG o 0 BORHEE AR (B (B B AR H R 20 Bl B DR A RE A S S
(Attard et al., 2016) - $Z[It > ERERAGN AR EE - B -
fFE L ERIVEREE - BB - FRERLEFSE (Attard et al.,
2016) - ERMAERBASAVRLSBIEH R H R [EEF » Pollock (2011)
HEERBAGEAER AL > BN FPREERE (FlaERRERHEEE
ERFER) TEEREHE - GRAENNER L Z O 2 LB AR
oo HiE S AR E H BLAR R Y Rl LE G ER A (E{E - Ding®E A
(2011) REHBERAEBAGEHENERN RS - AEAE D EE
s - B TEE 810 B S R(EARS ETE IR R
HEHRRVERL - ZubcoffE A (2016) RS HERERRARGTIZHITZ
S R/ NRGHERFTAHRY, - 15 te 2 B R AH AR E 78 o IR AR - (I
RPHREE R - GRS R R (E AR R AR R 77 - 18T R T 2RAY
fn MEIERAERE R4 © Zuiderwijk® A (2016) RIE— PR ERERR RS
TEF BB FTA TS s ERRE RN EE) - ERMERE T AEE
iR ~ & PG R EEER R AR - W - &0 -
BT E R A LGS - A R E RN R B R S A 5
THRAE TR ML 65 - OliveiraBilLoscio (2018 ) RIRFERHA RE 240 E 76 FyH
WL S EE AR —(E484% - MM E B EEOSRE - EAESHRHE R
B HAAHBEE R  BIATERES - AR R BB R - &S B E A H—(E
S > WA 2GR R B A 2 B 5 e A A - T2 B 2 Y
BAE R R TR B R AR 2400 H T -

fR4EOliveiraBiLoscio R 20 1 8- A tHIVERHERE R E R T » K&
BHERE R4 TP 2L R VOME 224548 - WRI1FR > o hl B2 ~ At
RARELER » DU (R 45— e R HHS - 2818 (0
3~ IREEUE A ) TEERMERR RS P T E —(EE (A (Attard
et al., 2016; Bourne, Lorsch, & Green, 2015 ) - £E1FY 0 BEERARE
ZEHVEATTE - I H AW G 7 BT - ZA LIRS B0
JHEHREL BT AONEET > HEESHEEIT R ENIE - IF
BIIRTHIIAE ARG 4 H HYEREAZS (Harrison, Pardo, & Cook, 2012;
Mercado-Lara & Gil-Garcia, 2014; Van Schalkwyk, Willmers, & McNaughton,
2016) © ZREANHIRAGRIR A MBS 018 0 8) & BT R Bl RHE
B WA ERHR AL P eV &R} - 1 &R R A AR (58 F & A
it 7 8% (Oliveira & Loscio, 2018) -

fREER  ERBAKANAETES BEREELE - BHE - Eft
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BRERRFREERUTER

HEERE ’
F G

201 ERAERRRGITEATTE - I LA T -
fafn AR RGP R E S AT -
s 2SNSEEEETERGETLD -

B TRBEEL - 1Bt - REBOHEA A EEER - HES
RETT > EUFRER) - UG - RS -

LSS
dstrat BRAERAM DRI G2 BB RERAN - 2B EREE T

BIEEE -

Had  ERAERARRO S BA REERIVE AL R SR
[E13AE - ARG EGHE BB E AR -

F ke - Oliveira & Loscio (2018) o

R - BRELE BREFE BB — KRR - B HEEAE
Bt 28 W AR ERME A &R (Sharon & Lucivero,
2019) - BRMFRE HBEEEREABHARE > MEEER RS TD
RAERIN N E R EEFEDERE M - FIOHE RKFEANE - 2
B S B 1 T B A DUE B (R &R AR R A 48V fE (Sharon &
Lucivero, 2019) o BE-F{REFERMEIR S 1Y BEE B2 rh iy i 2 o ik B 22
By B R R R E R R AR NN EREHNILE - MR
KRB R MR ERMENZR > TRFEN & TR B A E RS
MEFVEETR o FIANER R 08 A B RHRE R T A A M f2%HI(E A
Bkt o BRI T RIER S RSEEMNE A ERIITEAIEE R (informed
consent) f2f7 » EEE(E R H S ERERIIIEA# (Sharon & Lucivero,
2019) - IINERE BN RS B ESHEBE 2R ER (Lu, Batista,
Hamouda, & Lemieux, 2020) -

~ BRERGE

Newman&iLogan (2006) fEFE&ERDEHEFR HEH ~ € - HHE
Ry B ERIFTFRAVASR ~ e ~ £ KBl (Cheong & Chang,
2007; Newman & Logan, 2006 ) - Thomas (2006) RIEHAERLEHEEIE
N B K& ARG TEIE R AV A2 AVAH St ~ FAI - TReRmE
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KEFRE - HERDEHER T ERVEH A B R4 4% (8 H &R Ao 8
BERFRA - EIREIE R By N B KTy 63 (Cheong & Chang,
2007; Thomas, 2006 ) - &I 4h » Rosenbaum (2010) f5H &k EH &
BRIFE ~ B EESE TREIZAESE 0 M EE AR ATE
BT EBLRAR » WHET ERHE H Z SR DRI T EREIER - £
BEEENEHR, 2 (american health information management association,
AHIMA) #2015F &N A3E (information governance ) JE T Fy AT
FFEHERRNE ~ B  AEKIBREEKRT - REREGEINEREHE
Eill - HiE R E A S H R R R SR B AT AE S - DIREORAERTAS ~ 2
B T AR E RS REEE TR - e RE R EE
EhbaH » HmEERz w4 apAH] (Washington, 2015) - &iflUA
HP R MEERKHAESE - BF 2 ER > HHELMERFTAENE
TR AT AR RS AR - i R E R s S E A BHE T
(Smallwood, 2019) - fHERHEHGHE - BRDaH &R %S > R T H#ET
UG RUHRA 2 SR R EE &5y - 0 RS &R 2 o] ot - SsesEE
Bl M THE > 5 INERT B RVEERE i E WL ERE R K
BMREMAN (Alhassan, Sammon, & Daly, 2016)

AR bl ERDAEH BRI E R E Z R TR - NHEERR T FTA 1R
BUR KA R - DIERA SV ERVE R - ERPAEHEZRAVER Al e E4H
A TGN IRES L E E RN E R} - MRE(E S A B R E RS TAZ B
4HABEERS HARRRF—2 (Cheong & Chang, 2007) - EEAITERNEHE -
FHER SN E RN E 2 S WHEELERHEE RN a2t » DU
TRREETE R ACHA ~ (B 2 a1 - 4EFFE R RE A4 2 #(F - Abraham »
SchneiderfiBrocke (2019) #5355 ERDAHAERIRIEE SR - 2 0U
RHEESANELEEN2EEERGHEES - HpaE (—) Al

(governance mechanisms ) ~ () 4H4%#0[E (organizational scope) -
(=) &kl#EiE (data scope) ~ (PH) JAEHZE (domain scope) -~
(71) 5BEHAZE (antecedents) » DAK (75) 1&4EFZ2%E (consequences) -
SEHH RIS B RSB  BSRAR - T U BIFTA S5 ETE
1E » BB Z 2.0 5 4HEREIE Al RsH e T E R G IRAV#EIE - @ M
SHERNELZE SR ERE © MR AR MR B AT RE A ERAY &R B & 7 fyfH
SERh BRI AR ; MRS RN e B R GfE &k E
ERlE S - BRI - ERlEanE - BEER . DURERHEE AR
% BEENZAZREE SR AR AR SR A RE BRI
SREASHERER B RL e R AT E A AV4E R -
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fREERDAEEHIE S AN E 2 EFT BT SR EE E
A% ~ ATE ~ FOlr SR EREAYRZE - PR AR EEFT R ESER 2 28
FHETR ARG - L HERANERG AR ERFEERGH
B o H @R ERDAHE G AL E T HMAN R A S A R
57 FAN © Fleissnerd AA20144F YR o & 25000 fl ks T B L TR ivE
R - B SE PR BB HIR BT 1 Bt a0 ~ EhUaHE
DRORE=0EH - EEFER ARG AR ERINE - #7F  BE -
3~ BAE R AR R &R — 2% (Hovenga & Grain, 2013) » 548
BECARVERDEH N - B S B AR SE - &R

(Fleissner et al., 2014) - W7 BEFERERRASATERE - HEERE
HERENN R T 77 Ry MBI NN - MR R B AR K B E 2 Ah
EOAERAZEK » MR R A S 4H AR N B R RN ~ 2SR OSBRI E
% (Tallon, Ramirez, & Short, 2013 ) ° AWFEE#E AR E R AEEFHRE
SRR > WIS TallonSE AR ERDEHEBEEINZ 2 © % @ #—P5H
HER E SR TR E RN aE 2 NIMTRE - s F0R2FTR -

(—) BEERNGIEBE

Abraham%E A (2019) FERDEEEE T A 2 1. ERGE 2. &
B4 ~ 3. BRIEHR ~ 4. ERltEaBR - 5. BBER - 6. BRMEEFE
BRESSEHE & 7S R HE [A] o AT & B BRET (i Rl VA BR A B SRR - I fk$E
Abraham® A2 2 AN K BARH FERBHEFE B DA 2 TR AR » 5814
3PN -

(Z) BERENKZR

B TR B TSR e+ FE B PRI o A M A
O Ry BT & SR AVEE L AR - S A4 ~ ST IR ERIAL
PR E TR RESR AR ~ 1= BRI B DAR s B B M - AT
DINEETRENERE R R (Payne et al., 2019) - {#FEERACHR
e EE R T] > HER BRG] B EHRBRCE
TREBEREFEER - ERENCHAFRSERDE - R
KEgEE B WEEHE ] (Payne et al., 2019) - (EEFERIACHARY T1IH
BEARZAS 1. & PERER - 2. BlEF&RIYEES) ~ 3. (@&
FREERIACHAEE - BacE EWE - 4. e, - 5. &%R
B PERERIRERE o /DB —fHEEE - B ERAIEF T R BRI

(Payne et al., 2019) - SEEH20094 i # HEE) QO BLER IR (R &R
R )  (Health Information Technology for Economic and Clinical Health
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R 5 Bk B

w=2
BEEEXPHEEEFAIERHER
ERENRZE H 7] 2REH SERR
NERZ &fhmE §REDEEEESE  Fu, Wojak, Neagu, Ridley,
i HERFUEE SR & Travis (2011)
e DUR{ERAEA - Hovenga & Grain (2013)
MG AE B BB B\ 4 Liaw, Pearce, Liyanage,
RIS - Cheah-Liaw, & de Lusignan
(2014)
FEfldifm  ESFERELE I De Freitas etal. (2021)
S EE > B E#E(E Fuetal (2011) ; Holmes
FRiE=SEE 28> (2016) ; Hovenga &
ZFE > A BBEEASY Grain (2013)  Liawet
RMEEEER - al. (2014) : Milne &
Brayne (2020)
SNEIRIZE  fREFERE B O b o] #4 & Arellano, Dai, Wang,
(REMR  EHEEZE (Health Jiang, & Ohno-Machado
EH Insurance Portability (2018) ;
and Accountability Kruse, Kristof, Jones,
Act, HIPAA ) -~ & Mitchell, & Martinez
BB PR (@ BE 2 (2016)
f# FF & R B £ A
( Health Information
Technology for
Economic and Clinical
Health Act, HITECH
Act) -
fEFEFER ZHVE R Af#FE  Bloomrosen & Berner
SCHA i 2 [HEE - & (2018)
(HIE) SR G R

B2t
o

Act) 1% > WSS B A A F & RS T B AR B 1Y B
FEERE » NEHERERIACH T AR B AR B EHE R RO DU RV B E
i M R SRR BRIy i di 4 (Esmaeilzadeh & Sambasivan,
2016; Heath & Porter, 2019; Payne et al., 2019) -
(EFEER M EREEBRHA R EENERERBRZ —
(Filipova, 2015) « BB IR EORIAC I 2 (SR B4R G A T
FEECSF BN R > BV ZE S BRI mE KSR - IR 02
HYBEREEA - DU iR AR B - REHENAEERE &
BHEHEEE ARV E SRR - BREEEEF R T HMEER A

139



] 5 ZE EHERATSE 18 ¢ 1 (December 2023)

%3
BEERNGIEERE
fERERNE
HEE G| SRR
BitmE  EEERSERUAN C MBS A SF Fuetal. (2011)
ERMEAE - S8 2 (B ERHEERIRE  Hovenga & Grain
Bt - NHEERES HmEAR  (2013) ; Liawet
e al. (2014)
‘ilre  (EREER BB ERERLEZER - &R Fuetal. (2011) 5
JEHE AR A B G - AA AR Holmes ( 2016)
B ARAN o Hovenga & Grain
(2013) : Liaw et
al. ( 2014)
BiPRE BREEEMBHERNFEK - HEBE Alietal (2020) ;
W& o DU AHRBH AN » 2 E R AN Jones et al. (2020)
HLVEE LA E R > &Rk
St FH Bk A S R A -
Bflard AR ERDEE SRR ELER AR Liawetal. (2014)
B E;J%% ~ W EE B AV e R E R AR e A
T
SEER HERERDAEEE ERWEE AR Fuetal (2011)
TR > (RS N B R (5 A IR Y
VBRI RS - (EHeRE
BRI ~ WmFE N AEL AR ATA T
& -
B RE [EFEER ARG REEFEER A G L#  Lam, Igbal,
B {F » BRDEHIEMEIR (B ERHEER  Purkayastha, &

%EZ?%Q}X?M%E - HR B R AT

Kinross (2021)

DU HE B A A N R SR A E W FR =% (Sadoughi, Nasiri, & Ahmadi,
2018) - JthAh - fEERE RSN G —THEE BT - R B SE Y P
HSUEZm  HPERFEECRTES - HEBRAE - HREAE - BF
Fertl@%s - B EER BRI - BENE R R 2T E R
= o 2% B PR e P S 4H 4% ] (0 J H =2 (Sadoughi et al., 2018) -« E2E ¢t
HR A B R (R BB S A R R T LSRR~ B b R ERED 0 B
Fedt R T I R R ER R A L FEME - HphaEEEs
TCERE BT - iR SR I I AR A R (De
Pietro & Francetic, 2018; Downing et al., 2017; Ji, Yoo, Heo, Hwang, & Kim,
2017) > WL MVEEBEREER G DA ERZHME > SRR
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SRR ERACHRAVEERE - S EAABA R ER R EEAERE
Downing%¢ A (2017 ) UgSE+—{EF E{EE &R ARG EEFIEEEE
H o WK ES B EREN AR E RS HRE R AR % - 9T
BEHIEEEME R aMBRN—H 5 BHE R E RSB E N -
(BRI EEFEBCRNMEE B2 EE A BACRE - IR #E—

TEEREE RN ES 2 E (Bloomrosen & Berner, 2018; Downing et
al. 2017) Rl - haR IR &R AR N A R (R &R AT 22
1 BIEEREE MRS > THREENBEE  HRrERE
B —EVRE - DRI &R S i -

= B iTEARERERCE

Z LAY (R B R A B R AT i Bl DL By L Y (R B REAC
o WAEE L EWIEN T 4 BT B (R &R A RE A A R BE R
( Mann, Savulescu, Ravaud, & Benchoufi, 2021 ) - [&¥E S fiTiEi8 ol
FEBFAN > DINECRIERT B e B M S HUEAE - 18l 2kER - @ SRs o2
PAZE e By 7 ZRAH A R R R 2 (BTG - 2R FE A B R o
HYEE SRR AT - K2R & o iy B R B RN S SR - 2
bR B RHHRI B B4, - FEMRDUGEREERL - (IIRLe B A
B AFEELEE (Mann et al,, 2021) -

fRIEMannE A JjR202 1FEAYBHSE » & S50 s il FH i (R B A R Y
B IR R oy o Ry s AR R T ~ ZBALAVERIZ2 3 ~ oA I DL B )
& SEFATE A E IR R TE R - SFRAFTR - BN EEIHIFER]
(proof) - {EESEH AL EFECGE e E M HE RN EIEE - —(EE
SRR IS s B A s 2 2 408% - 172 SelE SR B R — (B PR AV N E
A5 RN SR R RERED - S ER S R B R R SR T HE Y
W — 2R AT ECEk b E T —(E B — 4BV 38 4 S BTV SE AE0ERT > B
BRI S AERHEITE R AR Y (Mann et al., 2021; Zhuang et
al.,2020) - BARERI ZHAZS(L (differential publicity ) » EEBRHERfiTHEHL
—(E T EE A TR S irddes i &k i e e R 1 S — B e
RESAEACEEH 23888 - 1S B IR mT s A MR TSP T (% mEF TR
St AR A4 B TR EIR A TR EGHM - SR E R R4k - RF AT
PELI- i 2 B B AL T FE A& R (Linn & Koo, 2016) -

BT o A= (distribution) - 27 48 & SRR Al 25 TR OB AR
BB T sE A A AR RN A (46 FEE T S E L
¥% o BLIEST ROV &R - W H BE EUERVEI TR HIRE - NEIRR
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=4
[EIREEFL T FE AR ERIAIRITRIR R ~ ThEER A
e I A ke TR
SEEA AL ENGIE 53 1. B 1k ELEE AR Y BRI H A A A2 i B
(proof) 54

2. e

IRFfEIEREC 3. SEHE S AR ER E R EIR T
1
2

ERZSERIL B 1 AR R
(iorential it TR AR R RSB

publicity ) =3
3. m G oy IR TT R
PagiiEavy: b 1 BEHEREEK - FratE R EF S
(distribution ) FE i E A i B g 1 TR B
2. BLRhE IR R B RS EOR R A A
A B et R Se
ARG 3. B ETERE o ER T - 1
wEEEE
] 4. A2 BFHNFIFR (N B H 2 H&E
SRR AR K Fr 8%

H#Eb HHEAY 1. BESERAZHYE b
(‘automation ) 2. BV SE R R ER R

HHF R © Mann, Savulescu, Ravaud, & Benchoufi (2021) »

SERFINETE 2 RHIAVREIR - BT BT E AT - 2R
5 i o [BE] e A 57 R 9 g e SR ARt » I AT B Y BE COREFR. (Linn & Koo,
2016) o FEERAEH]R EIREERIRASEZE R 2 — » [H4EEE EAVPT A ERARE,
BRIERD - &R EET &SR - B RIC A2 A ER ki - 2
i P =M R TAEEEEIHH] (proof of work, PoW) ~ fE2s 3G B
(proof of stake, PoS) > DANERHFE L ESSE (practical Byzantine fault
tolerance, PBFT ) ( Hasselgren, Kralevska, Gligoroski, Pedersen, & Faxvaag,
2020) - TAFEFHAHERBEREY) - SOV - BBRRE
SHIEREL - DLTIEECR S AR TIF 2 - HmsHREERE
—{E BN TR IV E 2R EEBH B CHYIZHERE - JREIFTERRfELs - EHFE
5 FEASSH AR AT S E fhek - ZORPT A EIRGE A 4R 1SR - BEJR
PR T sz ek e it A H @SR HYEH (Hasselgren et al., 2020) -
RS HE{L (automation) -~ FEEGLHEHEMLAEZITE » Hh—K
Smitts - [EII S S SRS T E S Z IV E B ipek - BB TS SR EHE AT

142



R~ MRZEF ¢ BRI E A P A B A - IR BB Pk

PEFTATE - REFRDAK SEEEE R} - SEUIREEIAERE A B ETEL S HEITH
I PITE IR E =5 T EEREMR 2 AT > G afIERIE B BB Rt
FagrFonE BN EEA (Ekblaw et al., 2016) o

o VR S il 275 2B AR P B M~ IR IR ELRE IR 2R E RN S ~ &
U BEEERERER L BT - REREEHERFSE Y2 H
BER B EEFE R BE R A (H. S. Chen et al., 2019) -
bEE B R I R B R S 2 FR oK T @R R & ook ~ 010
ARSI &R e B Bl 2 M R M - HARR R = 0% - @R
HER T AT R RS 1B 1S BB (E AR B R AT il (Hasselgren et
al., 2020) o DU Z1 2R = {[5] 45 1o 2R e ) 5 iy (8 A b Ry B e (R B SR B
FRIAE - H AL EBNTINEYEAIA S Doc. ALE I » BITLA20165E
A ErR{E AT BB IR T A F4E e N LS S
g (PIEERBERMEYZ) > Doc AEEZREHAGES M - &Y
152 DA e G SR SR filg DAAE A T B R e - AT e T BB 1Y g
Koo BrIEZAN o (LA EE SR KAV Patientory /A &] > LSS H—FdH 0] {7
R - BrHEME - BRI EREE IR 2 o 1L A
(R FE P RRs - B B LR BRI B B i E IR © EE $A
R Abm B RN BB EEEE - BREH - (AABHRE:
Trba ~ PEfEE b DA S BE Ry RO EE VR R A0 8% - LI Y Medicalchain )y =]
R A T —E o =& = fﬁkﬂﬁETEU%T EIYS =S
M PREEMRERTACE: e r FH BRI GG B A - B - 9T = R EERg - 4
Medicalchain/ M2 L iEF2 B FRAR 7 - H B 5w Al iE @ 4Ees m e 47 =
{8 A fREEE SR A T » TEROK » s A B E— B i aE SR B o
DUR o] ZRRGe i B BE ST O e A > DAHABE (i B 47 ny S8/ B i o 07 2R Bl

B S (R AR S (H. Chen & Huang, 2018 ) -

SR (R E R TR O BRI S A R DU TR IR B AL T I E
¥ (McGhin, Choo, Liu, & He, 2019) - H HFj&EER= 05308 HIEIE
Rl A B RERH I E A B A TS/ - BN EREEN S - @R
i B A s e A E M - WoRHAIESRA (H. Chen & Huang,
2018) - #Ett > Abu-elezz ~ Hassan ~ Nazeemudeen ~ Househ EiAbd-
alrazaq (2020 ) ZEERAEREEZ E I SEHERL T AT > L0 STt g PR SR
WHTE B RE R BRI TR - 20 o P B AR O B0 F & PR o
HyZe 4 e\ - G ERZATA SRS B ~ T R R I RS AE B T RE A Bl
N
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—WREEA

AT DB IE B T ~ B EHEE Rl o A DUBRET & P S R fl
MR ERDABRATE £ 2 Xgs ~ RIELPkER o (HZ oA EZER
—EA ~ —(EHERE—EEZK > HEET A E E—(E RS T o et
7 o 3l HZAR A RIRE > 1535 AKkES (Case, 2007; Merriam, 2002) ©
Kehs AR R EM R P R Z ER R A — e E SR
FHELHNGTIRIEERR T - ST E TS MDA E TS iE 2
BRI T 705 - BEFIEEEZIHENENEZ  47E0RSE 81
EIRL&EE (Case, 2007) - FEB\ELZEHEIVRAE S - BEAH K
R fRREZ 5 B S BB MELE L - DS A& R R
fif o EIEEHBATESNTER W (EET 7T & Pt B SR 2268 R oo
PSR A8 DURRHSRAC 8774358 (Kvale, 2007; Silverman, 2020) ©

AT BE R B B S R A TR E R AN E RS E ZE > 43 B DL AT
THIELF Al TR > T R SRS o FE P A R B R AR Y Rz ~ R EE Sk
B AT o ATHFUEZE T 2RRE > SRR -

A8 R SR S o FE R A R B R AT R T8 AR AR E TR Y 6 T
o AN FINE N EE BN ERGH o AITE B SUREEST DAY
A E R G R FIAY 7S RAERE > DU S SR SR i FE R A i R &R 2 1T

*®5
AR ZEEDEEE
TETE, THIH SRR =N
VBT
W T IR LR il E P A (R R AEE. Abu-elezz et al. (2020)

FodH a8 6B AR T A s 2 H.S.Chenetal. (2019) ;

RS T A A sy oo Fleissner et al. (2014)
PRESEIPREL  SESRSERAE R MR R Rb et (o (2019) :

sl AR B TR oo T ot e 00

Bk ?
£t
EvEn Uik 857 58 57 1l JEE P % (R B R

B R B IR R 7

PRSP L6 B o 152 i JE FH IS (2 B LB
B> FER i b A R PR ek

B 2
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RIFER - DASEZS &G ER I B R i I » TR B DA B3
GERZ 3T FFNIEROFTN o« AWI9T 2 5 Bk AT/ NF - [F] B
RN ERIEEER B e BRI T IR SRS » SEREERAC SR
%+ BELUE(THIERIBRE S 2 BIESL -
g FESE 2

AT T ETAH 48 R SE F W E A g 4l o R EERE R A S P AR
HIE ZE A TR ZE AT - DATRE SR SR il FE P A (R B R a sy » (R4
SRELEE E AR T B R A AR g ~ IR EAPRER - ABH 7T BRI PR s
2%/\F| (international business machines corporation, IBM ) Fy4H4% & 45 ([
%> TEERBIBMEE#HSKRMEHRBENREAE » T FEERE R
EE o FIBIBMEZE T - AR AL R 2R E AR E R a B 5T el
BigZ - IEEERBRIVEZE - AR EERBEEZILEERE > THERE
H AR 2 BRI & PR R T FE P R B I, - W B N B e Fr & TR L
2R - s HiEE R EREERNEH o RUT5E TR A EE
SRR T E A R E R A T E A Z BIR 2 - $HZ LR
ey (EHREILERMEY ) METEIEE L - T EAEE NIRRT e T
e iWellChain % FE A BRI SHIE A - AT HASLTPass App#E{ T4
& 0 HEHBETR AL 2L T E AV R B R PR AR 75 (BT R - 2020) - 1R
BT - SR SRR R B R e 2 BN BAER M
# 2 > 3b AR {8 ZZ U E Ry AR SR R s 52 - DAHA R AR R TR B A
FHE SRR i (R &R A BV E PR 2 -

AT RAG R — N ILE N B EREEE T RSB CER  #
B e RS LR T B TPass App 240 E 7 AR - [EIF fyiWellChainZe
581 TPass ApptHEEEIIREEE Y — - ZaiES HhEMNETEANE » [
EL SR i B S AR B SV A T B 4 > (R eI AU B AR
SERBPETEIPEZE T « AWFTE S 55 S A I SRR Ao e 1
fEFEER S E & Rt e B RS - TS SRR FE
FARMEREE R A 2 R SRR -
= ERlE

Ry R AR W SR S il e P A (B B R A B iy 2R3 2 ~ RIS B
PREK - AIHFTRHEHE R 2 B IT4EIERT A Z MR AR - RHGEEERIG A R
ELURHEZEE B 2 fifatt - ETEEEREES T - DURECRA
BRI S Rk am i B R A = A - DARF T ST - ARseEk
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RRAFB RN EZEHHRA
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R

Ak

S

e Ed]

JEER

AH AR

B

A FH T S5 S 4 iy 7% fi
R A (T 2

A FH G SR R (e B
HRty > A8 A 28l
(R E R
FREE R AT 205
& EATREAEE 7

H i) A L 5 98 52 1
IS (i B S HR 8 I
FIYRLLAR S ?

H Al 5 6 B 8 A S
B 2 35 A i fk B
A ?

A FH 16 B 9 e 7S (]
T {E B R SCHR R By
EERICIIRLE H AR 2

7 PR B
ZORHIT 8038 ~ PR B
BRI
SNCEL T

2L

il

Abraham et al. (2019) ;
De Freitasetal. (2021)

Fuetal. (2011) ;
Khatri & Brown (2010) ;
Tallon et al. (2013)
Tiwana, Konsynski &
Venkatraman (2014 )

Rt

ENGIE-SgEs

B 2HE
#4k

PaRitbav: ol

HEh{k

AWEE| 2T
EREHE e
R
BT

c B

SR HE A

=
g
Yo
] - 8
E
SE S

=
SEE
SN

Pﬁj@?
Rt
215
/\@'%A
Oyl
~D
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b
-5
Bam -

75 19 16k B 9 R AT A
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il
JEEIS

Linn & Koo (2016) ;
Mann et al. (2021)
Zhuang et al. (2020)
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AOFELTE © IBMRH 38 1 7 - IBM Digital Health Pass'E J748uh & -
IBME F¥#ffs - Digital Health PassfHEHRIEE S BL (Androulaki et al., 2021;
Gostin, Cohen, & Shaw, 2021; Steele & Min, 2010) ~ JEEfJEE F4Euk ~
ACES I B B 7 riIfG - JLEEME& (EE B+ ~ iTPass AppHEAFIEESCRK -
iTPass AppfHEAE RGN (ZILE AT R » 2018 ~ 2019 -
2021) ~ GuardtimeE F44uk & ¥ EfE ~ GuardtimetHEERMEE SCEL ( Heston,
2017; Mettler, 2016; Vazirani, O’Donoghue, Brindley, & Meinert, 2019 ) -~
GuardtimefHEIE R #HEH (Guardtime, 2019, 2020, 2022) » DL 27k e
SRR )74 -

B2~ ISR

AREIZE LU B A SO » B R B 2T - A e
T 40 112 S T T P P e B PP BB P 4 5002 - RIS
SR > DR SRR 53 B T S A T P A B -

—  fAREiEREz : 1BM

20194 > IBM$T 5 1 8 (& [2] Z¢ B i 16 1 2F e R E2 SR E BN BT T
— AN » BB T0% 258 w0 i SRR it o B B b B RHERCRET
BURARE - 6P ARG S 4HARAVBIHT S FERE /] (Attaran & Gunasekaran,
2019) - [A4 > IBMEARIERIE A SR EER TR &R Z AH R ER
b T B2 1BM Digital Health Pass > il #1555 & KB (RIG (¥ N &Rl%E
EETT @R ER T EANEF » HPEEEFEZRAE (Aetna) ~ B
PR/ E]Anthem ~ Health Care Service Corporationl) 5z PNC 4 gl i 745
fEE (IBM, 2019) - f AWJHA > IBME S HHIE IR R T 2 &7 » &t
[ T — P R B R A RE AR - AT BRI AEAES - BRIk
Bt R &SRS RAR i A T3 A2 Blag et - T EW RIEERE
HLEBRCAR S b2 = Tt - DS B R A eV B Y - HRTS
BRI SR SR A AH B 45 AR B KA1 22 4H 4% 5 1BM » IBMIEA S B 45 1%
A B Ry 3R G A Sy i U A B RS - BN R Bedd 2 i i E R
PUMERABE AT T - FRS S EE 8 (Czachorowski, Solesvik, &
Kondratenko, 2019 ) -

( - ) IBM%%Etﬁﬁi%%:w
EBEFEGET - BEREE K BEFEITEEARE RS » [F1E
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HEFGEAENN BB - MR EE R IR AR AR SR I
R RE AR - EEE @I Y 240 Kk
% B R EER IR S B AE R £ - AN SRR - Bk
KT IBTERIARE 245 (Attaran, 2022; Chang & Chen, 2020 ) - & &
SRR TR & F B A B D (R E RN E T SE TR ~ /) Z S IR B -
LB PR AR S b = R BRI AR - DU T B AS B e 5
H o [EIBMIEPRHEE R AERE L - B ARSI R &R &R
F o FEHPR L ERE BT - e EE S ~ G - B A
REAMARES D IERFE R - FDUSE BETRK » [ AH& 2 &k
TR DR EERRAGANNEERE - EMFEIER ARG A S8
Z3E[EE{L (Chang & Chen, 2020) - sZARE R4 IR —E = - 53
Fir e 2 B35 LU E mn k% - MEFEA E(E{E (lansiti & Levien, 2002;
Moore, 1993) - fEIBMIESRF#EES R AERE LG > IBM B ILARE R4V E
A SRR AR RE A A 2 B REIE PR S —— Digital Health Pass >
TEFTE 2815 7 LT M e - IBMER T (L S 81 —(E15 DUERE
THRARR VIR LS - [FIlF A B LA ERAGR AN AL AR L4 - D2
S IBMEE I IR AR BE 245V 15 1% (Chang & Chen, 2020; IBM, 2019;
Velmovitsky, Bublitz, Fadrique, & Morita, 2021 ) - 4AHE &4 FAVEFE
pE o RIZE /K EE BT > VS 25 HIRE &R (Tansiti
& Levien, 2002; Moore, 1993 ) - {81t Bl B AT 2652 RE A PR
BIE )R - B 28 FHAE 20 To eI > DARA AN K 38 R 4 N B HY &R R s
(Tansiti & Levien, 2002; Moore, 1993 ) - {Fl401{EIBMI&E I f B2 4 B £
firh > BERE(RE/\E W Aetna ~ Anthem > DL FZPNCERTT » RIliE BESE R
BB HUS R AR - R LR 1 3 N R O R T B & TR 4 S
FEERL - DA% 5 B i KAl S 72 AL EE - I E AR R ERE
(Chang & Chen, 2020; IBM, 2019; Quito, 2021 ) -

IBME FsDigital Health PassHyfZEns - 7 i BRI e b ikig &
fE - It B2 IR B R AR B (MRS - PR EGE2 SRR
ERTERSN - E B AR E T AGRIVER R G - ETRR
HEBUEIE (Attaran & Gunasekaran, 2019) - [TIESRASIRELRE S K
(&R E RS BiDigital Health Passt“FEZ(H A » A4 G0 EE
IABEHE 8 THUHEFER 2 FER - 1658 B EHFFE RIS
i — 0 R R R T &8 B S TR Y A AR - T B A R RS =
EEE AR EREFL R - WA M A EHE A ERIIVEI IR o %
PEERAGHER AN S @ 5 E B B ER - nEIE AR
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ER o AR S 2 B E RS G E R H BB E R -
BlEZ e BfE{E (1BM, 2019; Panwar, Bhatnagar, Khari, Salehi, & Gupta,
2022) -

(Z) IBMEEEREERRGHGIEEEH <&

IBMJf#fEH Ay Digital Health Pass /2 (L i G EE T > EHEHE
ERE - X7 BB R R AR A dn AE S & A A E MY 245 (Chang &
Chen, 2020; Gostin et al., 2021 ) - Digital Health Pass 70,57 {85 F 3 B fE 4%
T B\ Bk B e R R 52 - e B AR SR ~ Frigaiadey
(&G FeaEE - BT gy SR EE BRI O] T R AR

(Chang & Chen, 2020) - [ft—EAEEHOMEEEE HAVE L (R &R
SR ES LB TR E ARSI E I ¥ 52 - Digital Health Pass
R FHENGRETIE TRFALS - BakE SEE RS SRS E
ENETRE - BEEREER - AR - WLELTLER -
(EHE T BT R R R A4 - BEE NS - BT ~ BUN RBFELEE S
{EFEER - FFRl B E R IRfESE - @RI REE A B MR EE
B B s T B BRI GIRE - (I A REE
WITENASE T#k ~ AR S AFERRE S DB - Bl n] g i v e
ARG ST AEMSTERH - DB (S E 8 S0V EIRHE 2 ik
o WAEHEE ARG TS0 8% - Digital Health PassHyBfZE M &R
R ERHMER R BLERR - I H S B AR o it G
JEF N R SR B IR RV b BIEHE R LR R AE
L& EmElE - Prbdgl 2B aE = - BRIt 240 o @R A
153 F =S T 2 2 T S B Z N A - fsn S AR e
& o i A D g S A R E AT E A R B SR - B
FHEAS DA R A FBRAER) » 3 [F 0 B B 2% 1 S8 2 [ FH = Y S K
(=F (IBM, 2019) -

(=) IBMEEERGEE RGN /GIEEH 2 FIE A E;

H AiE PR SR s R T A B et 2 /D8 (Gostin et al., 2021;
IBM, 2019) - #EpERHAR S 8V RR 2 — G55 B E PR - flaiE
FA A G 3R et U R B W AV PR B R ORI AR S AN &
5 ROWA MENERRR - URHBINHRZ EEFRE - BioRR
FHIA SRR % S i AT i S0 DU S R B SR G R
% > Digital Health Passiy &)= £ F 7] BE & 3077 RS RN A SERVER SR
BEAh > ARTHVER IR A2 B S FRE RV EE - LR EDigital Health
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Passi & [t 2 — o IBME LA HUfS B EE 22 (1 Ff Digital Health
PassPr AR TEa% (i 2 ERFa TR T % BI85 1T B QReode 4R
ZDigital Health Pass ( Mithani, Bota, Zhu, & Wilson, 2022 ) -
(M) IBMEZEEREERRTNIRITEE 20
IBMftaeat 2 B R 240 200 - KA A BB (R AR & R
IBM{#EE &R (data lake) o > BEFTA BRIV ~ 04 ~ FIISRELHE
o REF—(EEE R 5ERE ( Androulaki et al., 2021; Malhotra, O’ Neill,
& Stowell, 2022) - IBMERUHHZE A FEEERZEEZL - EE—
TEERHEHE R SRES - AR ERERE (data warehouse ) HYERHME L
= B E A H e iR - ERhIA R SR - B & HRERERY
&t DMEBZ T ERZM RN - ERUIPAEERREN » TLURE
BIZIVER - GBS - XHEE - ERARIRR G R R - TR
i~ STRS T e ikes B s 5| NERNEE FT LA Bl A A A SR E IR
SR LER - T ERHRR U2 R R E R - (ERERDH R
BEMEZ LT  TEEREEFHSEMR - 0TI EEA S H AR
Z o BN Hs B AE IR 2 R - AR A [R] 2R R 78 (3 sk e R A
AETR DU TN E 2NN ZE (Gostin et al., 2021) - RyéEsE
ERBLEEEY - fFEEERN O PR A R E RIS - R
Biu sz TR AU - KHERERGEE 2B - SEERErE L
ININZES] > e MG A 0 A # A - B BB EEER )
FEEHE F - BE [ LUAEDigital Health Pass Bl TEI 2 A B & E (E
NGERFER} - W Ryl ERIAR NS %5 ~ A EME (Gaynor, Tuttle-
Newhall, Parker, Patel, & Tang, 2020; Gostin et al., 2021 ) ° McGhinZg A 2
2019 AVIATEAE Y - RS EE R B R P S R Rl S - HA AR AE
FEmEEEERS - IR E - @ERERY TIEEEAIR - REIUAR
MRS T M ETAR SR ELRTE - EERI AR R ERERIN A 58 K
FR IR S A iR AT AR EE ) 2 M (McGhin et al., 2019) » HRIBMFR
i~ Digital Health Pass /572 HERUSAMES] - RHEBRS#IE B 5[0
WSS ERLIE - EEIE FA B g & SR nT iRt AR
DGR S50 S il R R ) B8 8 5 B 2 00 T 7 7 o o e Y 4 It B B
th o FREER[EE - A[FF4EAVARES (Ahram, Sargolzaei, Sargolzaei, Daniels, &
Amaba, 2017 ) - {5 FEPRHETS fiT AL RERYDigital Health Pass » FEfRAT 2%
&G T2 Z A E A ERER  BECEREELITIEE - ERERkEE
A B2 E R > RS EREFER - W EEFEARAE
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T RN FREIFEIIA T ZAVER (Gostin et al., 2021) - BREEZ Ik
Digital Health PasstefiLffi 5 - BB HEIVINRE - BHE A REHES
S EREBRTEEEE MM A - ZEILREs > FHET
SEePEHE N EREER - W eS80 BRI E AR
N ERURARESIRIE S DU ERBIGEE - BEIPLER -
A AT A EIEE R AN BRSSP EH UM (B R 2 IR - IR &
SEFERR - A EHE LB BEEHE - B[R ER AT
Bkt WE B BT S RS o FHIBMPATHE RN @ SR SR ey
Digital Health Pass » {E${i7 FEIARY - #EEME K] RS SHEREE
sH &4t (Panwar etal.,, 2022 ) -
() IBMEEERGESERFNREE 2 EIE B E;

{#E Digital Health PassfEHi{ly FEIHR A fEfE - B a g o] R MEELfEES
Pz Ras » AATARRIBMAY 3 a8 Es - H R E IR A AT ERE
A4 AVAEE B EER 2 MM - fiADigital Health Pass o] ({5 F
H BT A LS CEEER  RIL&H HEEHE BTmA 2 &R 4
HERVIE N » BEGRM T REEA SRR o BT EE SRV E R BT
FERIRE - BAEORERAIRCE FTREA AL 2 R BB HE R &R EE -
Rt EN R @R A 5 222 » InBhZ e L2 - H4 A
BEEMNEZREANR » WEERTBIAKERSREER - BEUHEE
PR A ~ ISR RV AR (Panwar etal., 2022) -

Ahram% AJR20174EAVRAZEHE Y > FHIE BREERE i Ry BLBE A B R & 1
%247 0 FEZ s HyperledgerffHAHL20M  HINZ B ER TEFEE
WHIMR M S et HTHE(R B B R e S 4T T RO I i
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Introduction

Blockchain technology has the potential to revolutionize data
management in the healthcare industry by addressing significant challenges
such as transparency, traceability, immutability, and auditability. It also
allows for flexible access to data and can improve trust, privacy, and security.
Moreover, blockchain can be a decentralized system, which reduces the
risk of a single point of failure in the event of a natural disaster. This paper
explores how blockchain in the healthcare data ecosystem can drive innovation
and bring about significant improvements. Blockchain technology presents
opportunities for improving personal health data storage and sharing systems,
particularly concerning privacy and self-sovereign data ownership. It has the
potential to elicit significant changes in the healthcare industry and has begun
to show promise in the realm of patient-generated health data. While medical
blockchain ecosystems may have different focuses and goals, participant
collaboration can help to grow the health data ecosystem and create diverse
value. We conducted case studies and interviews with various organizations to
understand the advantages, challenges, and consequences of using blockchain
technology for health data governance from organizational and technological
viewpoints. This will allow us to identify blockchain technology’s benefits,
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challenges, and impacts on health data governance while anticipating potential
changes. This information will benefit researchers and organizations in
developing proactive strategies.

Method

We established a theoretical framework in the initial stages of our
research. As such, we investigated the impact of applying blockchain
technology to health data governance, which has yet to receive sufficient
attention from both organizational and technological perspectives. We
conducted case studies with the International Business Machines Corporation
and Taipei Medical University Hospital. These case studies will provide
practical suggestions for using blockchain in health data governance at the
industrial and organizational levels. We used ten dimensions to analyze
blockchain technology’s benefits, challenges, and impacts on health data
governance: driving forces, governance mechanisms, organizational scope,
data scope, objects, effects, immutability, differential publicity, distribution,
and automation. Based on the evidence collected during these case studies, we
will present industrial suggestions for improving health data governance from
organizational and technological perspectives.

Results and Discussion

Blockchain technology is well-suited for security applications because it
creates a transparent, decentralized, and tamper-proof log of all patient data.
Furthermore, while it is transparent, it also provides privacy by concealing
individuals’ identities with complex and secure codes that protect the
sensitivity of medical data. Its decentralized nature allows for quick and safe
information sharing between patients, doctors, and healthcare providers.

In the case of IBM, the Digital Health Pass, built on IBM Blockchain
technology, allows organizations to verify the health credentials of employees,
customers, and visitors based on criteria set by the organization. It enables
individuals to manage their information through an encrypted digital wallet on
their smartphone while maintaining control over what they share, with whom,
and for what purpose. Decentralized identity allows organizations to issue
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verifiable data to an individual, the individual to share that data or a subset, and
a receiving organization to validate its validity. A distributed ledger with strict
governance practices and signature verification ensures trust in the exchanged
data.

The Taipei Medical University Hospital developed a blockchain-enabled
framework that integrates patient referral data from the NHIA’s NMR system
with the electronic medical record (EMR) and electronic health record (EHR)
data from hospitals and community clinics. This system has helped to create
an alliance-based medical referral service for patients, clinics, and hospitals,
improving trust and transaction security within relationships. Based on
this framework, the hospital also developed a blockchain-enabled personal
health record decentralized app (DApp), allowing patients to access their
EMR and EHR data. The hospital installed the iWellChain Framework in an
affiliated teaching hospital and four collaborative clinics, making all medical
referral processes automatic and paperless and facilitating efficient NHIA
reimbursements. The iWellChain DApp was also distributed to patients for
accessing and controlling their EMR and EHR data.

Conclusion and Future Research

This paper explores the integration of blockchain with healthcare
systems. It discusses how this technology could be used to manage health
data in a decentralized, transparent, accessible, traceable, auditable, trusted,
and secure manner. Blockchain technology offers several benefits, including
providing immutability and tamper-proof data storage. We have presented the
features and benefits of blockchain technology to demonstrate its potential
in the healthcare data ecosystem. This study is one of the first to examine the
use of blockchain for health data governance and has applied the constructed
framework and dimensions in real-world medical settings. The iWellChain
Framework can effectively deploy a blockchain environment for healthcare
facilities. The iWellChain DApp has the potential to be used in patient-
centered applications to collaborate with the industry and facilitate adoption
of blockchain technology. Further research on the critical success factors and
systemic strategies for developing a health data ecosystem is required.
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